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Security of information has always been one of the main concerns in social behavior. The assurance of a
personal secret which cannot be revealed to someone unauthorized, and the notion of trust have been relevant
concerns since the beginnings of commerce and wars. The emergence of global communications, electronic
processing, and distributed computation have increased the relevance of these concerns. To overcome these
security risk, a wide variety of (automated) tools have been developed, including firewalls, access control
mechanisms and cryptographic-based software. These mechanisms by themselves, however, are not enough
to provide security warranties; the open nature of the communications, and the inherent vulnerabilities
of distributed systems makes essential to provide higher levels of assurance for principals involved in a
privacy-sensitive communication process. As a response to this problem, a set of methods known as security
protocols have arisen: they define a precise set of steps that principals have to follow in order to establish
secure communication between parties involved.
Security protocols have been widely used since its appearance, being at the heart of a huge amount
of computer applications. However, we can never be confident over the security of a system unless we
have some assurance of their effectiveness. As an example, one of the classical methods dates from 1978
when Roger Nedham and Michael Schröeder designed a protocol to prevent the disclosure of identities in an
authentication process over untrusted networks such as the internet [3]. The protocol, apparently correct,
was rapidly adopted in industrial and military applications until Gavin Lowe showed a flaw where messages
in transit can be discovered and manipulated using a well defined set of steps [4]. With these results, one
can question: How to ensure the correctness of a protocol?
Formal methods constitute an analytical approach for software and hardware design, that intends the
reduction of errors by relying on solid mathematical models. One of the major benefits of formal methods
1

is that they offer reasoning techniques that cover every possible state of a design, and the inclusion of
well-defined proof techniques which ensure the accuracy and correctness of a design. The generality of
formal methods contrasts with the ad-hoc spirit present in other approaches, such as empirical analysis
and simulations. Process calculi constitute a particular class of formal languages, specially oriented to the
analysis of concurrent systems. The main idea underlying process calculi is the abstraction of real systems
in terms of basic units known as processes. The calculi provide precise elements to describe systems as a
combination of processes, as well as offer tools to study the behavior of systems over time.
Consequently, process calculi appear as convenient tools to give a formal flavor to complex, concurrent
computing systems. Several process calculi have been proposed over the last twenty years [5, 6, 7, 8, 9, 10]:
although they differ on particular aspects for understanding communications, all of them agree on the
basic principles given above. Following an interesting evolution, in the last ten years process calculi have
particularized in specific domain areas. In this way, for instance, several process calculi tailored for modeling
biological phenomena or artistic applications have been proposed [11, 12, 13, 14]. Similarly, security has been
a particular active area in this recent evolution: diverse process calculi, offering alternatives to the problem
of modeling and verifying secure communications, have been proposed. Instances of these calculi include the
π and the Spi calculus [7, 15], the CSP process algebra [9], and more recently, the secure protocol language
(SPL) [16].
Our thesis explores the use of a process calculi in the analysis and verification of security protocols,
providing an analysis of recently proposed models and tools, as well as contrasting their applicability in
the modeling and verification of real world communicating systems. In particular, we focus on the study
of communication protocols in Peer-to-Peer (P2P) systems. These systems, usually operating over open
and distributed networks, take advantage of vast communication networks to accomplish diverse tasks in a
very flexible manner. However, the inherent ubiquity of P2P communication systems makes them prone to
serious security vulnerabilities, such attacks outside and inside their trusted networks. Therefore, formally
studying security vulnerabilities in P2P communication networks is a relevant task, both from the practical
and theoretical standpoint. Very surprisingly, we find that little work tackles this problem [17, 18] .
Our work intends to give concrete contributions in this context by studying two P2P communication
protocols using formal languages. Firstly, we present a comparative analysis on the expressiveness of a
representative set of process calculi. This analysis led to the selection of Crazzolara and Winkel’s SPL as
the more appropriate formalism for carrying out security analysis over dynamic networks. Despite of its
simplicity, this process calculi counts with the necessary primitives to model security protocols, Communication in SPL is inherently asynchronous, and occurs in the context of a public, monotonic pool of messages
that preserves transmitted information. This basic conceptual construct for persistent information allows
to represent an spy capable to overhear the messages over the network for an infinite period of time. A
fundamental issue that contributed to the selection of SPL were its associated tools for verification. In fact,
SPL provides an event-based semantics, where processes can be decomposed in atomic actions by means of
models related to persistent Petri Nets. Such a semantics faithfully captures casual dependencies between
events which, in turn, are the basic information for discovering attacks and flaws in protocols’ specifications.
The generality of this approach is generalized as a set of proof principles for SPL; they formalize intuitions
underlying the nature of the event based semantics, allowing for the definition of different kinds of proofs
without further language extensions.
With this selection, we proceed with our analysis by selecting two different cases of study of P2P systems.
The first one pertains to the analysis of MUTE [19], a system conceived for sharing resources over a dynamic
network. Common services for file sharing such as those for music clearly relate to this system. We focused
on the security analysis of the searching protocol underlying MUTE, which can be regarded as a general
method of search in P2P systems. Here, the information is perceived as secret if its shared among trusted
peers. We formalise this model verifying the property of secrecy over outsider attackers. Also, we extend
the protocol in order to be resistant to a wider class of attackers that can masquerade as trusted peers, the
so-called insider attackers. We proposed the inclusion of a mid-layer mechanism to control the distributed
keys, verifying its correctness by means of the inherent proof techniques of SPL.
The second system analyzed is oriented to the dynamic reconfiguration of applications in collaborative
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environments. We use a cutting-edge system as a valid case of study to achieve this affirmation. The Friends
Troubleshooting Network (FTN) protocol proposed by Wang et al [20] is intended to resolve the problem of
automatic reconfiguration of applications in a fully distributed system without compromising the identities
of the agents involved in the protocol, neither their own secrets. In this case we follow a two-fold approach:
Firstly, we extend the basic syntactic structure of SPL with some notions of concurrency to formalize an SPL
model for the FTN protocol, basically by providing a set of encodings to model concepts such as Exclusive
Non-deterministic choice, scheduling and clustering. Secondly, we propose a new protocol that maintains
the main functionality of the FTN in a model which is more succinct and less complex than the proposed
previously. In order to do so, we exploit the idea of a layered encryption protocol [21], providing proofs of
its correctness in terms of the secrecy of the messages transmitted and the integrity of the transmissions.
Summing up, this thesis presents direct contributions in the state of the art in process calculi by giving a
concrete idea of its applicability in the modelling new kind of concurrent behaviors such the ones exemplified
by P2P systems. We support this contribution by modelling a set of cases of study with a simple yet powerful
process calculi, extending it in order to provide a broader set of constructions for concurrent behaviors. Also,
security flaws of current protocols for P2P systems have been found, proposing new protocols designed to
overcome previous security threats, providing proofs of correctness by means of the process language. We
expect this research work will motivate the developers to continuing using formal approaches on the design
of critical tasks such as those of specifications of security applications, taking advantages of the their solid
foundations and their vast variety of (automatic or semi-automatic) formal frameworks [22, 23, 24].
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